AVAYA

Configuring an Avaya™ VSU 5X Gateway in User
Authentication mode with Avaya™ |P Telephones or
Avaya™ | P Softphones—Issue 1.0

Abstract

These Application Notes describe a sample Avaya™ VSU 5X Gateway configuration for
providing IP telephony and data VPN tunneling using a broadband connection. This document
focuses specifically on the use of a Cable Modem; however, these steps can be applied to other
broadband connections such as DSL. Support for Avaya™ 4600 Series IP Telephone DHCP
option 176 is demonstrated. This document was written to aid customers planning on
deploying Avaya VSU 5X Gateways with Avaya™ IP Telephones and/or Avaya™ I[P
Softphones over broadband connections.
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1. Introduction

The diagram in Figure 1 depicts how the Avaya VSU 5X Gateway gives users the ability to
securely access the functionality of their Avaya 4600 Series IP Telephone or Avaya |P Softphone
remotely via a broadband connection. The gateway has a built-in Dynamic Host Configuration
Protocol (DHCP) server that can provide IP addressing to all local PC’ s attached to its private
ports. Additionally when VPNos 4.2 becomes available the Avaya VSU 5X Gateway will
support the option to use DHCP relay as opposed to its onboard DHCP server. The gateway
allowslocal PCsto access the Internet via a single public port by using Network Address
Trandation (NAT) and an integrated firewall for security. Additionally, the onboard DHCP
server supports option 176 which can push IP address, TFTP Server and Gatekeeper parameters
down to Avaya |P Telephones for registration purposes. A special VPN Proxy User profile on
the gateway provides automatic VPN authentication and establishment for any attached Avaya IP
Telephones. When the VPN Proxy User is created, a VPN Policy is applied to al 1P (Telephony)
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Devices automatically and the tunnel will always be up on reboot. Each secure user PC must
authenticate separately via aweb browser login/password challenge. Optionally, SecurelD can
be used to provide an additional level of security for each user.

Figure 1: Securing IP Telephony and Data from Home
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2. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment

Softwar e

Avaya™ S8100 Media Server and
an Avaya™ G600 Media Gateway

Avaya MultiVantage™ software 1.1

Avaya™ 4624 Series |IP Telephone

Release 1.6

Avaya™ |P Softphone

v3.2.3

Work PC - Dell Latitude C800

Windows 2000 Professional

Home PC — Ddll Latitude C600

Windows X P Professional

Cubix Density Blade Server 1

WiInNT 4.0 Server SP5, Avaya™ TFTP Server 3.6.1

Cubix Density Blade Server 2

Win2K Server SP1, Avaya VPNmanager™ 3.2.12

Avaya™ VSU 5X VPN Gateway AvayaVPNos® 4.1.25
Avaya™ VSU 5000 VPN Gateway | AvayaVPNosS® 3.2
LinkSys BEFSR41V .2 Firmware Version 1.42.7
RCA Cable Modem Unknown

3. Network Considerations
The following should be considered when deploying Avaya V SU 5X Gateways:

1. Direct IP-IP Audio Connections otherwise referred to as Shuffling is not supported with the

sample configuration provided in these Application Notes.

GAK; Reviewed:
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. In order for the AvayaVSU 5X gateway to operate behind an existing third-party broadband
router the router must support 1PSec Pass-Through and be capable of forwarding UDP port
500 for IKE. This scenario has been validated using a LinkSys BEFSR41 V.2 with firmware

version 1.42.7.

. For aVolP connection through aVVSU 5X, aDSL or a cable modem connection is required in
order to achieve acceptable voice quality. Asthe voicetraffic is highly sensitive to delay, the
quality of the connection depends on the available bandwidth at the time when the cal is
made. The actua available bandwidth may vary significantly depending on the time of day,
the number of simultaneous users and differsfrom ISP to ISP. If the VSU 5X deployment is
in the business environment as a small office, a Service Level Agreement (SLA) with the
service provider can help to ensure a business quality Vol P connection. Please reference
Section 4.2.1 for guidelines on audio codec selection in order to ensure adequate per call
bandwidth.
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4. Configuration

The sample configuration provided in Figure 2 assumes that the AvayaV SU 5X gateway is
using its onboard DHCP server to assign |P addresses to remove office devices. Asareminder
the VSU 5X gateway will optionally support DHCP relay when VPNos 4.2 becomes available.
There is no public address depicted in Figure 2 for the AvayaVSU 5X gateway because this
configuration assumes that it will be obtained automatically from the service provider via DHCP.
Please refer to the DEFINITY® Administration and Administration for Network Connectivity
Guides for additional details beyond the scope of this paper. All administration steps described
in section 3.2 were done using terminal emulation through Avaya Site Administration software.

4.1. Detailed IP Addressing Scheme

The diagram in Figure 2 represents the | P addressing scheme used throughout these Application
Notes. This has been included as areference.

192.168.2.1/24 IE Avaya(tm)
— TFTP Server
‘ 10.0.0.11
Work PC Ava
ya
Avaya(tm)
VSU 5x VPNmanager(R)

Iﬂ Gateway 110.16.10.3 CLAN P
= i ~ - 143.1.100.2 _
- . [} Internet  3— p—f TR B— P

Home PC Cable _~ WAN VSU 5000 MEDPRO = me—

Modem — Accgss Private: 110.16.10.110 143.1.100.3 MultivVantage(tm)
Device pyplic: 66.166.96.130 Platform
mi [ "W Ty M
eEE
Avaya@m) p Remote Office Main Office | 1===== |
Telephone (Home) MultiService Switch

Intl: 110.16.10.1
Int2: 10.0.0.1
Int3: 143.1.100.1

Figure 2: Detailed | P Addressing Scheme

4.2. Avaya MultiVantage Configuration

4.2.1. Determining Audio Codec Selection

Avaya recommends 30ms (3 Frames Per Pkt), G.729 packets for WAN connections. If WAN
bandwidth utilization is of concern the administrator may enable Silence Suppression, which can
further reduce the bandwidth per call by approximately 30-50%. The trade-off isthat Silence
Suppression can aso significantly reduce the perceived voice quality of the call. The choiceto
implement silence suppression depends on the end user expectations and needs. Do not enable
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suppression Lﬁul ess the bandwidth constraints are severe and the users are aware of the quality
impairments.

If the broadband connection being used provides uplink or downlink line rates that are at or
below the average per call throughput for the chosen codec, voice quality will be adversely
affected. The Audio Codec and Frames Packet Size for users should be carefully chosen in order
to ensure adequate bandwidth per call with acceptable delay. The following measurements have
been included as a guide for administrators to use for estimating remote site bandwidth
requirements. Table 1 isbased on G.729 and Table 2 is based on G.711MU with typical Frames
Per Packet settings:

Frames | Packet Average L2 Average Per Call Average Bytes
Per Pkt | Size(ms) | Frame Sizein | Throughput with No | Per Second Per
Bytes Silence Suppression Call
2 20 130 104.98 Kbps 13,121.99
3 30 138 74.31 Kbps 9289.24
4 40 154 62.16 Kbps 7769.97
Table1l: G.729 RTP with ESP Overhead
Frames | Packet Average L2 Average Per Call Average Bytes
Per Pkt Size Frame Sizein | Throughput with No | Per Second Per
(ms) Bytes Silence Suppression Call
2 20 274 220.52 Kbps 27,564.66
3 30 353 189.82 Kbps 23,727.68
4 40 433 175.84 Kbps 21,979.98

Table2: G.711IMU RTP with ESP Overhead

The International Telecommunications Union (ITU) recommends a maximum delay of 150
(milliseconds) for one-way voice traffic. Anything above this value theoretically degrades the
perception of voice quality. Tests conducted in Avaya Labs, however, show that delay can vary
over arange before users notice it. Different individuals, and people from different cultures,
have a varying tolerance for communication delay. Many users do not seem to notice a problem
with one-way delay of 200ms. Therefore, the ITU’s 150ms standard for one-way delay should
not be taken literally, but as a boundary at which communication degradation becomes
observable.

! Paragraph quotes from (S8700/G600) Network Requirements & Configuration Guidelines Issue 1.1

GAK; Reviewed:
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4.2.2. Avaya MultiVantage Basic H.323 Administration Tasks

1.

Specify the type of codec used for voice encoding and companding.

At the Avaya MultiVantage™ termina prompt, enter change i p- codec-set 3 and
match the parameters shown in Figure 3. Then apply the changes. The parameters
(reference Figure 3) that need to be changed are:

e Audio Codec
e Frames Per Pkt
» Packet Size (ms)

change i p-codec-set 3
| P Codec Set
Codec Set: 3
Audi o Si | ence Fr ames Packet
Codec Suppression Per Pkt Size(ns)

1. G729 n 3 30
2.

Figure 3: Configuring the | P Codec Set
Define IP Network Region for optimal audio packet performance.

At the Avaya MultiVantage terminal prompt, enter change i p- net wor k-regi on 3
match the parameters shown in Figure 4. Then apply the changes.

Note: A different ip-network-region number may be chosen depending on your setup.
parameters (reference Figure 4) that need to be changed are:

e Codec Set
e Direct IP-IP Audio Connections
e [P AudioHairpinning

GAK; Reviewed: Solution & Interoperability Test Lab Application Notes
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change i p-network-regi on 3 Page 1 of 2
| P Networ k Regi on
Regi on: 3

Name: VSU 5X Renpte Regi on
Audi o Par anet ers

Codec Set: 3
UDP Port Range
M n: 2048
Max: 65535
DiffServ PHB Val ue: 0 Direct |IP-1P Audi o Connections? n

I P Audi 0 Hai r pi nni ng? y
802. 1p/ Q Enabl ed? N

Figure4: Configuring the IP Network Region
3. Assign node names and | P addresses to each node in the network.

At the Avaya MultiVantage terminal prompt, enter change node- nanes i p and match the
parameters shown in Figure 5. Then apply the changes.

Note: The C-LAN and MEDPRO cards must have unique names and |IP addresses assigned
in the node-names list. These values will eventually be matched to the physical card
interfacesin step 4. The parameters (reference Figure 5) that need to be changed are:

* Name

* [P Address
change node- names ip Page 1 of 1

| P NODE NAMES

Name | P Addr ess Name | P Addr ess
Renot eCl anG3r 1 143.1 .100.2 . . .
Renot eMedi aG3r 1 143.1 .100.3

Figure5: Configuring IP Node Names
GAK; Reviewed: Solution & Interoperability Test Lab Application Notes 7 of 40

WCH/MIC 1/27/2003 © 2002 Avayalnc. All Rights Reserved. vsu5xsoho.doc



Define the IP interface for the C-LAN and MEDPRO cards being used for the trunk.

At the Avaya MultiVantage terminal prompt, enter change i p-i nt er f aces and match the
parameters shown in Figure 6. Then apply the changes.

Note: Different Slot values may be needed depending on the specific configuration. The
Node Names used for each card interface must match those previously specified in the Node
Names table for step 3 in order to correctly correlate each |P address to its respective card.
The parameters (reference Figur e 6) that need to be changed are:

* Enable Eth Pt
« Type
e Slot
* Node Name
*  Subnet Mask
» Gateway Address
* NetRgn
Change i p-interfaces Page 1 of 6
| P | NTERFACES
Enabl e Net
Eth Pt Type Sl ot Code Sfx Node Nane Subnet Mask Gat eway Address Rgn
y C-LAN 01A05 TN799 C Renoted an 255. 255. 255. 0 143.1 .100.1 3
y MEDPRO 01A07 TN2302 Renot eMedi a 255. 255. 255. 0 143.1 .100.1 3

Figure 6: Configuring I P Interfaces
. Assign Link via Ethernet Data Module to the C-LAN.

At the Avaya MultiVantage terminal prompt, enter add dat a- nodul e next and match the
parameters shown in Figure 7. Then apply the changes.

Note: Different data-module extension and C-LAN slot may be needed depending on the
specific configuration. If multiple C-LAN cards are in use a different link number may be
necessary. However, port 17 must be used on the C-LAN card regardless. The parameters
(reference Figure 7) that need to be changed are:

« Type
* Port
e Link
GAK; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 40
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add dat a- nbdul e next Page 1 of 1
DATA MODULE

Dat a Ext ensi on: 20003 Nanme: Renote VPN C-LAN | nterface
Type: ethernet
Port: 01A0517
Li nk: 3

Figure 7: Configuring the Date Module

4.3. Quick Setup of the Main Office VSU 5000 Gateway

These notes assume that no previous configuration exists on the VSU 5000 gateway prior to
provisioning the unit. In addition, these Application Notes modify the minimum number of
parameters necessary to recreate the sample configuration. Different applications may require
that some default parameters be changed especially when it comes to default username and
password settings. Information on flushing existing configurations and modifying default
parametersis availablein the VPNmanager help system.

1. Connect to the VSU.

Using a null modem cable, connect the VSU 5000 to a PC serial port. Start a HyperTerminal
session to the V SU 5000 using the following parameters:

Bits per second 9600

Data bits 8
Parity None
Stop bits 1
Fl ow contr ol None

2. Run Quick Setup.

On the main console menu enter the required VSU console password. Then press 5 to select
(5) — Quick Setup and enter the following information:

Enter | P Address: 66.166.96.130

Enter | P Mask: 255.255.255.248

Do you want a secondary | P address on this unit? [yn] vy
Secondary | P address: Mask:

Enter I P Address: 110.16.10.110

Enter | P Mask: 255.255.255.0

Enter Default Route: 66.166.96.129

Change VSU consol e password? [yn] n

Change superuser name? [yn] n

Change superuser password? [yn] n

Non- VPN Config Menu choice 3

Do you really want to deny all non-VPN traffic? [yn] vy
Do you want this unit to run in FIPS- Conpliant node? n
Enter date [ MM DD YYYY]: [press enter]

Enter tine [HH. MM SS]: [press enter]

Reboot Now? [yn] vy
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4.4. Configure the VPNmanager

1. Start the VPNmanager console.

For VPNmanager 3.2
On the desktop, select Start - Programs - VPNmanager - VPNmanager Console

2. Login to the VPNmanager console.

On the VPNmanager Login window, enter the User Name and Passwor d (defined during
VPNmanager installation) under Identity. Click the Add button under VPNmanager Servers
list. Inthe Configure Server popup window, enter the | P Address or DNS Name of the
VPNmanager server and click the OK button. Select the server from the VPNmanager
Serverslist and click the Connect button.

3. Create anew VPN domain.

From the VPNmanager, select VPN Domain - New from the pull-down menu. Match the
parameters shown in Figure 8. Click the Apply button.

) New Domain il

Marme
o |Rem0teVSU5}{Users

Context
’7 o=interoptest.avaya.com
@ Close | Apply |

Figure8: Add anew VPN Domain

4. Enter the configuration console.

From the VPNmanager window click on the Config button depicted in Figure 9.

=10 ol oodify Report gunﬂg honitor

X

Delete

Figure 9: Enter the Configuration Console
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5. Add the VSU 5000 to the VPN domain.

From the Configuration Console window, select Edit - New Object > V.SU from the
pull-down menu. From the VSU Setup Wizard popup depicted in Figure 10

o Enter the new VSU name vsu5000gateway

o Click the Next >> button

5 ¥SU Setip Wizard =]

suA000gateway

Figure 10: Add the VSU 5000 to the M anager

From the VSU Setup Wizard popup depicted in Figure 11
o Select New VSU Setup
o Click the Next >> button

¥ ¥SU Setup Wizard

SUS000 0 ateway

Figure11: VSU Setup Wizard — New VSU Setup
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From the VSU Setup Wizard popup depicted in Figure 12
o Select IP Address
Enter IP Address 66.166.96.130 (Public Address)
Enter Private IP Address 110.16.10.110 (Private Address)
Enter Private IP Mask 255.255.255.0
Select Use this address when directly communicating with thisdevice
Click the OK button in the War ning popup
Click the Next >> button

OO000D0D

¥ ¥sU Setup Wizard

M

55 35 st o

Figure 12: VSU Setup Wizard — Address I nformation

From the VSU Setup Wizard popup depicted in Figure 13
o Click the Next >> button

¥ ¥SU Setup Wizard

|

Erter = e S S e e

o fisfo B

Figure 13: VSU Setup Wizard - Authentication
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From the VSU Setup Wizard popup depicted in Figure 14
o Click the Next >> button

¥5 ¥5U Setup Wizard

Figure 14: VSU Setup Wizard — SNM P Community
From the VSU Setup Wizard popup depicted in Figure 15
o Select On under Listen/Learn Routesin order to learn private RIPv2 routes
o Click the Next >> button

¥E ¥SU Setup Wizard

Figure 15: Modifying Filtering and Routing
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From the VSU Setup Wizard popup depicted in Figure 16
o Select Setup Now
o Click the Einished button

¥ ¥SU setup Wizard

Figure 16: Setup Now

From the VSU Setup Wizard popup depicted in Figure 17
o Click the Done button

¥ ¥SU Setup Wizard

[ " j
%
P,

L _

Figure 17: Setup Complete
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6. Addan IP Group for the VSU 5000 (private networks to be protected)

From the Configuration Console window
o Select Edit > New Object > | PGroup from the pull-down menu

In the New I P Group popup Figure 18 enter Name pr otectednetworks

a
o Click the Apply button
o Click the Close button

5 New IP Group x|

Mame
|pr0te ctednetwarks

Context
’V ou=IPGroups, ou=Remate YEU5x Users, o=interoptest.avaya.com

@ Close | Apply |

Figure 18: Add New IP Group

From the Configuration Console window under Details - protectednetworks
o Click the Add... button under the General tab

o Fromthe Add IPGroup Members popup depicted in Figure 19, enter
New | P Address 10.0.0.0
New | P Mask 255. 255. 255. 0

o Click the Apply button

& Add IPGroup Members x|

Mew [P Metwork

flo o o o
Mew [P Mask

|25 | Jz85 j255 o

@ Close | Apply I

Figure 19: Add 10.0.0.0 Network
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o Fromthe Add IPGroup Members popup depicted in Figure 20, enter
New | P Address 143.1.100.0
New | P Mask 255. 255. 255. 0

o Click the Apply button
o Click the Close button

¥ Add IPGroup Members

P
G 70 e o

55 255 [foss o |

2 oese | o

Figure 20: Add IP Group Members

In the Details - protectednetworks IP Group screen depicted in Figure 21
o Click on the Associate this group with VSU pull-down menu
o Select vsu5000gateway in place of Extranet device

Details - protectednetworks

10.0.0.0/255.255.255.0
1431.100.0/255.255.255.0

[

40n | g e R = R 2

Figure 21: Details— protectednetworks
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. Add all required remote Users.

From the Configuration Console window
o Select Edit & New Object - User from the pull-down menu
o From the New User popup shown in Figur e 22 enter Name ipphoneuser
o Enter Password password, or other depending on security requirements
o Click the Apply button

Note: Thisuser profile will be used to authenticate all 1P Telephony devices specified in the
VSU 5X gateways IP Device list. Remember this password because it must match the
password that will be entered in the VSU 5X VPN Proxy User profile later on.

& New User =l

Mame
|ipph0neuser

[ Default user

Passwiord I““““

User's Directory Passward
|7 Confirm Password [FHrsrsss

Context
’70u=Users, oUl=Remate Y85 Users, o=interoptest. avaya.com

@ Close | Apply |

Figure22: VPN Proxy User Profile

From the New User popup depicted in Figure 23
o Enter Name workpc
o Enter Password password, or other depending on security requirements
o Click the Apply button
o Click the Close button

Note: Thisuser profile will be used to authenticate the secure Work PC attached behind the
Avaya™ VSU 5X Gateway. The user must browse to the VSU 5x private |P address
(https://192.168.1.1 assigned by default) and login using this username and password.
Remember this username because it must be added to the VSU 5X user profiles later on.
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¥ New User =l

Mame
|workpe

[ Default user

Uszer's Directory Password

Fassword I““““
Confirm Password I********

Context
’luu:Users, ou=Remaoate W38y Users, o=interoptest avaya.com

@ Close | Apply I

Figure 23: Work PC User Profile
8. Add anew User Group to the VSU 5000.

From the Configuration Console window
o Select Edit 2 New Object - User Group from the pull-down menu
Enter the name remoteSOHOvsu5X in the New User Group popup Figure 24
Click the Apply button
Click the Close button
From the SOHOvsu5X User Group select the General tab
Select the ipphoneuser and workpc Users from the Available Users column and
click the M ove L eft button to move the selections to the Current Users column.

0000 D

) New User Group EI

: Marme
}: |remoteSOHO\rsu5}{

Tip
Choose 3 logical User Group hame
hased on the User inside the User Group,
A5 the siTe of oUr hehwork grows, you'll
e glad vou dict

Cantext
’70u=Useerups, ou=Remote ¥EU5x Users, o=interoptest. avaya.com

@ Close | Apply |

Figure 24: New User Group Popup
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9. Addanew VPN to the VSU 5000.

From the Configuration Console window
o Select Edit - New Object - VPN from the pull-down menu
o Fromthe New VPN popup Figure 25, enter

New VPN Nane r emot eSOHOvsuU5X
VPN Type | KE

o Click the Apply button
o Click the Close button

i New ¥PN |

Marme
|remuteSOH0vsu5}{

[~ Default¥PH

WP Type
L‘* SKIFP ] |KE

"Cnntem

oU=VPMs, ou=Remaote VSUAK Users, o=interoptest avaya.com

@ Close | Apply |

Figure 25: Adding a New VPN

From the Configuration Console window

a

0000 D D

O

Click on the General tab under the SOHOvsu5X User Group

Select Preshared Secret

Select Enable VPN

Click on the Security (I PSec) tab

Select No from the L ZS pull-down menu

Click on the Members— Userstab

Select the remoteSOHOvsu5X User Group from Available column and click on the
Move L eft button to move the selection to the Current VPN Members column
Click onthe Members— P Groupstab

Select the protectectednetwor ks IP Group from Available column and click on the
Move L eft button to move the selection to the Members column
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10. Save and Apply the changes to the V SU 5000 gateway.

From the Configuration Console window
o Click the Save button (highlighted in yellow in the GUI not shown)
o Click the Update VSUs (highlighted in yellow in the GUI not shown)
o Select the vsu5000gateway V SU and click the Ok button
o Click the Close button

11. Reboot to enable RIPv2 listening.

From the Configuration Console window
o Click the VSU object under the Objects list then click on the vsu5000gateway under
the Contentslist.
Click onthe Actionstab
Click the Reboot Device button
Select the vsu5000gateway V SU and click the Ok button
Click the Close button

000 DO

4.5. Configure a VSU 5X Gateway for use with a Cable Modem
These procedures assume that the Avaya™ V SU 5X Gateway has no pre-existing configuration.

1. Preparing to log into the VSU 5X gateway for the first time.

Using an available PC.
o Enable DHCP addressing under TCP/IP properties and attach the PC to an available
private port on the VSU 5X gateway (ports 1-7)
o Open aweb browser and enter the default URL https://192.168.1.1

Note: If the browser is currently configured to use a Proxy Server, disable this capability.
Alternatively, add the VSU 5X gateways default IP address to the bypass local proxy address
list.
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2. LogintotheVSU 5X for thefirst time.
From the Welcome screen depicted in Figur e 26
o Enter the default User Name

o Enter the default Password
o Click theLog In button

YWelcome

User Marme root

oo

Log in using default WPN

ava Ing., Al Rights Resenved.

Figure 26: Welcome L ogin Screen
3. Confirm password change notification.

From the VSU 5X Confirmation popup depicted in Figure 27
o Click on the Cancel button.

¥SU 5x Confirmation EJ

The root user password is the default passwoard. Please change root
user passward immediately for security reasons.

Change | Cancel |

Java dpplet Window

Figure 27: Password Change Confirmation
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4. Usethe quick setup wizard to setup VSU 5X.

From the VSU Web I nterface page depicted in Figure 28
o Select Quick Setup link
o Click the Next > button

Note: If the cable modem being used requires a static address select Static Addressing and
modify the IP address, subnet mask and gateway then click Next.

VSU 5x Quick Setup Wizard X

"~ Help

This Wizard will help you configure the hasic ¥SU 5% parameters.

[ Public Port

'@ DHCP Client " PPPoE

| Mest = | cancel |

Java Aspplet window

Figure 28: Quick Setup Wizard Popup
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5. Setup the date and time information.

From the VSU Quick Setup Wizard popup depicted in Figure 29
o Modify VPNmanager User Name, Password and Confirm Password if necessary for
centralized management.
o Modify the Date, Time and Time Zone if necessary.
o Click the Finish button

Note: The default Username and Password for VPNmanager centralized management may
be changed for security purposes. These notes do not address this scheme.

¥SU 5x Quick Setup Wizard X
~ WPMmanager {for centralized management only)

lzer Mame ‘superuser

Fassward ‘**********

‘

Canfirm Password

 Date & Time

Date July | = 2002+

Time 11w 1o w] 55w

Tirne Zone \Eastern Time(Us & Canada) |

dPrevinus| Finish Cancel |

Java dpplet Window

Figure 29: Configuring Date and Time I nfor mation
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6. Change the DHCP server IP address space.

From the DHCP Server page depicted in Figure 30
o Click onthe Configurelink

o Click onthe Network tab
o Select DHCP Server properties
o Changethedefault IP Addressto 192.168.2.1
o Changethe IP Address Rangeto 192.168.2.32 to 192.168.2.127
o Click the Save button
— DHCF Server

IP Address W W ]2— ]1—

Metwark Mask ’E ’E ’E ’D_

Domain Mame |private

IP Address Range
WIS

00
Refresh IP Devices Save

Figure 30: DHCP Server Settings

7. Confirm changes to the DHCP server.

From the VSU 5X Confirmation popup depicted in Figure 31
o Click the OK button

YSU 5x Confirmation @

Updated information will be sawved. All active DHCF clients may regquire
rebooting far the canfiguration to take effect.

The DHCP server port is currently being used to communicate with the
WS % . Changing this port configuration may resultin 10ss of connectivity.
On successful save operation the Weh Interface will be closed.

‘ Cancel ‘

Java Applet Window

Figure 31: Confirming DHCP Modification

GAK; Reviewed: Solution & Interoperability Test Lab Application Notes 24 of 40
WCH/MIC 1/27/2003 © 2002 Avayalnc. All Rights Reserved. vsu5xsoho.doc



8. Get new IP address assignment from the VSU 5X.

From the VSU 5X Web I nterface page depicted in Figure 32
o A message indicating that the DHCP server port has been changed appears

DHCP server port configuration has been
successfully changed. Please reload browser

to start the Web Interface.

Figure 32: DHCP Server Port Change Notification

Note: The user must obtain anew IP address. Either issue an ipconfig/release then

ipconfig/renew from the PC command or simply reboot the PC. For example:

C: \ DOCUME~1\ GKAM N>i pconfi g

WCH/MIC 1/27/2003

W ndows | P Configuration
Et her net adapter Local Area Connection:
Connection-specific DNS Suffix . : private
IP Address. . . . . . . . . . . . : 192.168.1.34
Subnet Mask . . . . . . . . . . . ! 255.255.255.0
Def ault Gateway . : 192.168.1.1
C: \ DOCUME~1\ GKAM N>i pconfi g/ rel ease
C: \ DOCUME~1\ GKAM N>i pconfi g/ renew
W ndows | P Configuration
Et her net adapter Local Area Connection:
Connection-specific DNS Suffix . : private
| P Addr ess. : 192.168. 2. 32
Subnet Mask . 255.255.255.0
Def aul t Gateway . 192.168.2.1
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9. Login using the new DHCP IP address.

Enter the URL https://192.168.2.1 from aweb browser to log into the VSU 5X using the
newly updated DHCP server address. This may require proxy server disable or bypass.
From the Welcome window enter the User Name r oot
Enter the required Password for the root user

Click the Log I n button
Click the Cancel button on the change default password notification popup.

a

a
a
a

10. Provision the VPN Proxy User for tunneling Avaya IP Telephone traffic.

From the VSU Web I nterface page depicted in Figure 33
o Click onthe Configurelink
o Click onthe Userstab
o Click the VPN Proxy User button

Note: The VPN Proxy User profileis used to authenticate any IP Telephony devices
including Avaya™ IP Telephones, which have been added to the IP Devices list.

Inspect

Configure

Monitor

Ciuick Setup

Upograde

Metwark Users

Device Advanced

Select a property to display the associated infarmation

User: root

[ Properies | [ WSU&xUsers
User Name h
WPNmanager - Add.
B User Privileges
Inspect
é—lnspect
[v
Default ¥Fr User
[v
v VPR Prowy User
Configure
.. Y
£ b
Refresh
[ Screen Tips
Configure ¥PH parameters for YN proxy user.

Figure 33: Configurethe VPN Proxy User
11. Configure VPN Proxy User for VPN authentication.

From the VPN Proxy User popup depicted in Figure 34
Select Enable under Enable/Disable VPN User

a

a
Q
a

Select Change Password

Change the password and confirm fields to password
Click Next button

GAK; Reviewed:
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Note: The password entered here must match the password chosen for the ipphoneuser user
object provisioned on the VPNmanager® for the Avaya™ V SU 5000 gateway.

VYPH Proxy User @

 Enahle/Disahle WPM User

m Enable " Disahle

~ UserInfarmation

Lser Mame [ [

|ipphnneuser N ”
B User Privileges

v iChange Password: B Inspect

|m |J;'|—Inspect

Canfirm password [w

A 2

(Minimum & chars) v 2
4 g

| Mext = | Cancel

Java dpplet Window

Figure 34: Enablethe VPN Proxy User
12. Change the VSU Address for VPN Proxy User.

From the VPN Proxy User popup depicted in Figure 35
o Enter the VSU Address 66.166.96.130
o Click Finish button

Note: TheVSU Address must be the public IP address of the Avaya V SU 5000 Gateway at
the main office. The AvayaVSU 5X Gateway will attempt to establish an IPSec tunnel with
this address for al IP Telephony devices listed in the IP Devices list including Avaya IP
Telephones.
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YPHN Proxy User E

" WP Authentication

WAL Address |EE.1EE.QE.13IZI (required)

Backup V5L Address |

Fart 1443 {recuirad)

WRMNmanadger Suffix |

Authentication @ Standard (CHAPY  SecurlD (PAF)
’07

[ Wirite to Svslog Server
A A

= Previous | Finish ‘

Cancel ‘

Java Spplet Window

Figure 35: VPN Proxy User Authentication

13. Add anew VPN User for tunneling PC data traffic.

From the VSU Web I nterface page depicted in Figure 36
o Click onthe Configurelink
o Click onthe Userstab
o Click the Add... button

Metwork Users Device Advanced User. root
Inspect
Select a property to display the associated infarmation
Configure - Properties WS axUsers
, User Name -
Manitar YD IIEID
YPMNmanager v .
E-User Privileges
Inspect
Il_'Hnspect
[v
Default WPMN Lser
[v
v WP Progy User
Canfigure
Lo J
Log Qut S 2
Refresh
Debug
[ Screen Tips
Configure WPMN parameters for VPN proxy user.

Figure 36: Add a New VPN User
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14. Configure the new User for VPN authentication.

From the Add VSU 5X User popup as depicted in Figure 37
o Select VPN Authentication under Authentication Source
o Enter the User Name workpc
o Modify the User Privileges Treefor user workpc accordingly (See note)
o Click the Next button

Note: In thisexample, the User Name workpc was previously added to the VPN in the
VPNmanager console. Since CCD will be used for registration, the VSU 5X does not need
to supply a password because the user will be challenged for it at the time of tunnel
registration by the VSU 5000 gateway. For security purposes it may be necessary to modify
the User Privileges Tree for user workpc so that this user only has access to the monitoring
features of the VSU 5X as opposed to complete administration control. For the purposes of
these Application Notes, all privileges except Monitoring were disabled for this user.

Add ¥SU 5x User 3

 Authentication Source

i Local Authentication o YRR Authentication

— User Information

Llzer Mame Llser Priviledes Tree [ Select Al

‘wnrkpc ”~
B User Privilenes

H—]—Inspect
‘ é—lnspect

[ Ports

‘ [ Software

[ General b

| Mext = Cancel

Java Applet Windaw

Figure 37: Adding a VSU 5X User
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15. Change the VSU Address for authenticating the new User.

From the Add VSU 5X User popup depicted in Figure 38
o Enter the VSU Address 66.166.96.130

o Click the Finish button

Note: TheVSU Addressisthe public IP address of the Avaya™ V SU 5000 located at the
main office. The user will login using aweb browser to authenticate and establish a VPN
tunnel for secure datatraffic to this address.

Add VSU 5x User X

 WPM Authentication

W3 Address
Backup WS Address
Fort

YPMmanager Suffix
Authentication
Titeaut fminutes)

[ wyrite to Syslog Server

|55.1aa.95.13nl frequired)

1443 (required;)

i Standard (CHAPY (7 SecurlD (PAF)

O

S

Java Spplet Window

= Previous ‘ Finish ‘

Cancel |

Figure 38: Adding a User — VPN Authentication
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16. Add an Avaya 4624 |P Telephone to the IP Deviceslist.

From the VSU Web I nterface page
o Click onthe Configurelink
Click on the Network tab
Select DHCP Server properties
Click the I P Devices button
Click the Add button and enter the information for the Avaya IP Telephone as
depicted in Figure 39
o Click the OK button

000D

Note: The Avaya™ VSU 5X gateway will allow for the administration of up to eight IP
Devices (IP Telephones). The Avaya™ IP Telephone MAC addressis located on a sticker
on the underside of the device. The IP Device |P address must be within the usable DHCP
server subnetwork of the VSU 5X; however, it is recommended that available addresses
outside of the range to be assigned be used. In this example, the DHCP server assigns
addresses from the range 192.168.2.32 through 192.168.2.127; therefore, the address
192.168.2.128 was chosen for this particular Avaya™ IP Telephone. When using Avaya™
IP Telephones, the TFTP Server IP and TFTP File Path are optional; however, the Definity
Clan IP and Definity Clan Port fields are required. If the TFTP File Path isleft blank, the
root directory of the TFTP Server is assumed for |P Telephone firmware updates.

IP Device MAC Address 00 |80 [1d |24 |67 |85

IP Device IP Address |192 |1aa |2 |1za

 IP Telephany Canfiguration {optional)

TFTP Server I Moo o

TFTF File Path |

Definity Clan IP |143 |1 |1uu |2

Definity Clan Port {0 - 65535) (1719

oK ‘ Cancel |

Java dpplet Window

Figure 39: Add an |P Telephonetothe P DevicesList
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17. Confirm the changes to the DHCP server.

From the VSU 5X Confirmation popup depicted in Figure 40
o Click the OK button

Note: At this point, the administrator should reboot all attached IP Telephones to ensure that
the changes take effect.

V¥SU 5x Confirmation @

Updated information will be saved. All active DHCP clients may require
rebooting for the configuration to take effect.

Java Applet Window

Figure 40: Confirming the DHCP I P Device Changes

5. Logging In Secure User PC’s

Browse the DHCP server IP address of the Avaya™ V SU 5X gateway and log in using the
credentials of theworkpc user. Inthis case, the Work PC user would first browse to
https://192.168.2.1 (see Figur e 41), then enter the User Name wor kpc and the Password
password. Click theLog In button. See Section 7.1 for validation steps to ensure
authentication and encryption.

WyBlcome

W Log in using default YRR

waya Inc., All Rights Reserved.

Figure4l: PC User Tunnel Authentication
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6. Configuring IP Softphone

In order to ensure audio quality when using Avaya |P Softphone, the AvayaiClarity IP Audio
Driver bandwidth setting must be configured correctly. In order to configure this parameter,
navigate to Audio = Options from the main Avaya IP Softphone window. See Figure42 &

Figure 43.

[1# avaya 1P Softphone - Not Logged In oy (] A

G- I I g
E B 4~

Cizplay the Adio Cpbons windos. ¥

Figure42: ConfiguringiClarity Audio

ALio CElons |_ |l|

T Headest ar Handsai (Full Dupl e
T PCMcrmphane ard PC Speakers (Hal Duple)

{1 1 | il Dty
£ Vst ur |

Bandwiodth Sating |?E€II-I:5:|: ariesier madam :J

e B ‘Eahl: «CIEL ar [E0M \

Loscal Ares Mleteork |

Facera Gen: J 1.00

Transrin Gain. ' 1.00

Audio Fecana Clanty |

W Supprask Sdencs

™ Comiont Maisa

[ ov || cewa | Feset | rel |

Figure 43: Audio Options Screen with Bandwidth Setting Pull-Down Menu
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The bandwidth setting specifies how the PC connectsto the server. The AvayaiClarity IP Audio
uses the connection bandwidth setti r;%to determine which codec to use. AvayaiClarity IP Audio
has the following bandwidth settings~

» Cableconnection
For a cable connection, the following codecs may be used:
0 G.729a(This codec isused for mid-speed connections.)
0 G.723 (Thiscodec is used for low-speed connections.)

» xDSL connection
For an xDSL connection, the following codecs may be used:
0 G.729a(This codec isused for mid-speed connections.)
0 G.723 (Thiscodec is used for low-speed connections.)

* |SDN connection
For an ISDN connection, the following codecs may be used:
0 G.729a(This codec is used for mid-speed connections.)
0 G.723 (Thiscodec is used for low-speed connections.)

* Local Area Network (LAN) connection
For a LAN connection, the following codecs may be used:
0 G.711 u-law (CCITT u-law) (This codec is used for high-speed connections.)
0 G.711 A-law (CCITT A-law) (This codec is used for high-speed connections.)
0 G.729a(This codec is used for mid-speed connections.)
0 G.723 (Thiscodec is used for low-speed connections.)

e 28800 bpsor better mode connection
For a 28800 bps or better mode connection, the G.723 codec may be used. (This codec is
used for low-speed connections.)

When SoftPhone connects to the Media Server running MultiVantage™ Software, Avaya™
iClarity IP Audio uses the bandwidth setting specified to select the appropriate codec that is
compatible with the server configuration. For example, if the Cable, xDSL, or ISDN optionis
enabled for IP Softphone, then the corresponding i p-codec-set on the server must be
administered to use G.729a, G.723 or either. The Avaya™ IP Softphone allows the end-user to
choose between available codecs on a per call basis, so at a minimum one of these two codecs
must be provisioned to successfully establish acall. Administrators should provision the
MultiVantage Softwareto alow any of the available codecs permitted by the AvayaiClarity IP
Audio connection bandwidth setting so that the user has the most flexibility for controlling call
quality.

2 Bullet lists taken from Avaya™ | P Softphone v3.2.3 help system.
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7. Verification

7.1. Verifying That an Avaya™ IP Telephone is Authenticated

1.

2.
3.
4,

Plug in an Avaya™ |P Telephone that has been administered with the MultiVantage™
Software and has been administered as an IP Device for the Avaya VSU 5X Gateway.
Power up the Avaya IP Telephone.

Enter the extension number and security pass code.

Verify that the phone receives the current date and call appearance indication lamp.
Check for dial tone. This may take afew moments.

7.2. Verifying That a PC (with Softphone) Has Been Authenticated

1.

2.

3.

Establish a constant Ping to a protected network residing behind the V SU 5000 gateway
at the main office. The ping should fail assuming that the main office IP addressing
schemeis private.

Using aweb browser and attached PC, log in a provisioned user such as the workpc
profile created for the purposes of these notes.

Verify that Ping replies are received after successful log in. Also check encryption and
SA statistics to verify that each echo request and echo reply is being encrypted.

8. Troubleshooting Tips

8.1. Typical Problems Encountered

A few common problems that have been encountered during validation of these notes have been
included as areference. Thislist does not encompass all possible problems, scenarios, causes or
solutions.

Problem #1: | When the Avaya IP Telephone goes off hook thereis no dia tone, but if it is

hung up right away and taken back off hook dial tone occurs. The problem
seems to be cyclical.

Likely Cause: | The Avaya Media Server platform is using two gateways, which are sharing the

same ip-network-region, but only one of these gateways has connectivity to the
VPN tunnel.

Solution: | Put the gateway for VPN users on its own ip-network-region.
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Problem #2:

During login as a VPN user viathe web browser a message occurs that the
V SU 5x cannot connect to the V SU.

Likely Cause:

The Avaya VSU 5X Gateway cannot reach the main office VSU 5000
Gateways public |P address because of a problem with the WAN. This can be
attributed to severa factorsincluding:

* Physical connectivity problem
» Service provider outage
» Incorrect gateway address administered on the VSU 5X or VSU 5000

Solution:

Usethe VSU 5X proxy ping utility to verify connectivity with the service
provider. Attempt to ping the VSU series gateway at the main office location.
If the ping to the main office VSU fails verify that the default gateway address
is correct and use atracing utility to troubleshoot where the connection fails.
Troubleshoot the network.

Problem #3:

The Avaya IP Telephone is getting an |P address from the VSU 5X Gateway
DHCP server but it doesn’t seem to be getting the correct TFTP server address.

Likely Cause:

The IP Devices form on the VSU 5X was incorrectly administered and the
phone is getting an address from the regular address pool. Use the key
sequence Mute A-D-D-R # to determine what |P address the phoneisusing. |If
all of theinformation is correct go to Problem #5 solutions.

Solution:

Check that the correct MAC address for the phoneis provisioned in the IP
Devices form and that the correct TFTP server addressis set.

Problem #4:

When the remote Avaya | P Telephone goes off hook heavily distorted dial tone
isexperienced. When acall is placed the voice path is also heavily distorted.

Likely Cause:

Check the broadband connection uplink and downlink speeds. The codec that
was administered for the network-region may be using a packet sizethat is
exceeding the broadband connections bandwidth capacity.

Solution:

There are two possible solutions:

Solution 1 — Have the administrator change the codec type or modify the
current codec setting via frames per packet and/or silence suppression settings
to try and reduce the per call bandwidth utilization.

Solution 2 — Request afaster or dedicated uplink or downlink connection from
the service provider.
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Problem #5: | The remote office Avaya IP Telephone is getting the correct option 176
information but it is not registering with the MultiVantage server.

Likely Cause: | This can be attributable to several factors including:
* The station was not administered
 The VPN isnot active because authentication isfailing

Solution: | Check that the station was administered in the server. Check that the VPN is
active either from the VSU 5X monitoring utilities of from the VSU 5000 at the
main office. If the VPN isdown check that the VPN Proxy User name and
password are identical on both the VSU 5X and with the VPNmanager®. Also
check that the user object has been associated with the VPN properly and that
the VPN was associated with the VSU 5000 gateway properly.

Problem #6: | The remote office Avaya IP Telephone is getting the correct custom option 176
parameters and the VPN tunnel seemsto be established but the phone fails to
connect with the TFTP server.

Likely Cause: | Thisismost likely arouting problem behind the VSU 5000 gateway or the
TFTP serviceis not up.

Solution: | Add aroute for the protected network behind the VSU 5X and make the private
port of the VSU 5000 gateway the next hop address if necessary. Check that
the TFTP serviceis running.

8.2. VSU 5000 console menu options for troubleshooting

The following console navigations are good tools for verifying and troubl eshooting some
configurations. These are not the only utilities available, but are frequently used.

Navigate: (3) Utilities—> (1) Ping

Usage: Use the Ping utility to verify connectivity with the VPNmanager, protected private
network interfaces and the WAN connection.

Troubleshooting Tip: If any of the Ping tests specified in the usage fail, check your cabling, 1P
addressing, subnet masks, gateways addresses and dynamic routing.

Navigate: (3) Utilities 2> (9) Network Tables - (2) Routing Table > (1) Show Routing Table
Usage: Verify that RIPv2 updates from protected routers are propagating to the VSU gateway.
Troubleshooting Tip: If internal routes are not being learned from Third Party Routing devices
or Avaya™ Multi Service switches be sure that the internal routing devices of choice are
provisioned to send and receive RIPv2 routes.

Navigate: (3) Utilities 2 (19) IPSEC Utilities > (1) Display ISAKMP Security Associations
Usage: Verify phase 1 security associations.

Troubleshooting Tip: If phase 1isfailing, check end-to-end connectivity and Tunnel Endpoint
addressing.
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8.3. Flushing the VSU 5X Configuration

These following steps have been included for restoring the VSU 5X back to factory defaults.
They can be used for scenarios where a previous configuration exists on the VSU 5X and the
user would like to begin the configuration from the default state.

WCoNoOO~MWDNE

GAK; Reviewed:
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Click on the Debug link
From the VSU 5X Debug Operations pull-down menu select Flush Configuration
Click on the Go button

Confirm the Flush and click the OK button Figure 44
Once confirmed click the Close button Figure 45
Click on the Configurelink

Click on the Devicetab

Select the Reboot option

Click the Reboot button

VSU 5x Confirmation x|

Flush %8 &% configuration.

Flush configuration operation will wipe out all the existing configuration
on the WSL 5x and set it to factory defaults. This operation should he
used as the last resort to recover an un-recoverable device.

Enter your password to proceed ||

0] | Cancel |

|Waming: Applet Window

Figure44: Confirm Configuration Flush

— WSLU &y Debug Cperations

Select Operation |FIushConﬂgurati0n

Operation Result

Configuration flushed successfully. Please reboot the device.

Clear |
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Figure 45: Flush Confirmed

9. Conclusion

These Application Notes provide the basic steps necessary to establish secure H.323 connectivity
between an Avaya |P Telephone or |P Softphone and a main office Avaya MultiVantage™
Software platform using an Avaya VSU 5X gateway and cable modem. These Application
Notes were validated both in alab environment and at an actual residential cable modem
connection. These notes serve to aid administrators wishing to equip remote office users with an
Avaya V SU 5X gateway and Avaya IP Telephone or Softphone for work from home scenarios.

10. Additional References

1. VSU User’'s Guide: Covering the VSU 5 and 5X, July 2002
2. Administration for Network Connectivity for Avaya MultiVantage™ Software 1.1

The Avaya MultiVantage™ Administration Guide referenced can be downloaded from:
http://support.avaya.com|

3. A Guidefor Ensuring Service Quality In IP Voice Networks White Paper, June 2002

4. AvayalP Voice Quality Network Requirements White Paper, Issue 2.0, August 2002

5. Voice Over IPViaVirtua Private Networks: An Overview White Paper, February 2001

6. Delivering High Performance VolP Over A VPN White Paper, 2001

7. Quality of Service (QoS) considerations with 4600 Series IP Telephones White Paper,
December 2000

The White Papers referenced throughout this document can be downloaded from:
http://www.avaya.com/eclipg
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarksidentified by ® and ™
are registered trademarks or trademarks, respectively, of Avayalnc. All other trademarks are the
property of their respective owners. The information provided in these Application Notesis
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at |nteropl abnotes@list.avaya.com|
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