AVAYA

Configuring the Avaya™ 3606 Wireless Telephone
with Compatible 802.11b Access Points from Avaya
and Other Vendors—Issue 1.0

Abstract

These Application Notes describe the setup and configuration of an Avaya™ 3606 Wireless
Telephone and Avaya™ Wireless Voice Priority Processor (AVPP) to interoperate with
multiple vendor Access Points: Avaya™ AP-I1, Avaya™ AP-I11, Cisco Aironet 340, Symbol
Spectrum 24, and Enterasys RoamA bout 2000.
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1. Introduction

These Application Notes describe the setup and configuration of an Avaya™ 3606 Wireless
Telephone and Avaya™ Wireless Voice Priority Processor (AVPP) to interoperate with multiple
vendor APs. Avaya™ AP-11, Avaya™ AP-111, Cisco Aironet 340, Symbol Spectrum 24, and
Enterasys RoamAbout 2000. A detailed illustration of the configurations tested, along with a list
of test equipment is presented in these Application Notes.

Figure 1 represents the sample network environment, including the Avaya S8300 Media Server
with Avaya G700 Media Gateway, and AVPP.
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Figure 1. Network Configuration — Avaya S8300 M edia Server
and Avaya G700 M edia Gateway

Note: The IP addresses in the table below were used for the configuration shown in Figure 1.

Device Name IP Address Comments
Avaya™ S8300 Media Server / Avaya
G700 Media Gateway 192.16.6.2 Default Gateway is192.16.6.1

Avaya P330 Stack Processor | 192.16.6.3
Media Gateway Processor (MGP) | 192.16.6.4
VoIP Module | 192.16.6.5
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Device Name IP Address Comments
ICC

Avaya™ 4620 |P Telephone 4620 192.16.6.101

Workstation / DHCP Server / Wireless | 192.16.6.199

Manager

Avaya™ Wireless Voice Priority 192.16.6.151

Processor

Avaya™ 3606 Wireless Telephones DHCP/Static | Both methods were used in testing

Avayal AP-II 192.16.6.201

Avayal AP-1l1 192.16.6.204

Cisco Aironet 340 192.16.6.203

Enterasys RoamAbout AP 2000 192.16.6.205

Symbol Spectrum24 192.16.6.206

Table1—1P address configuration for Figure 1

2. Equipment and Software Validated

Table 2 shows the software/firmware versions were used during the verification:

Devices

Version

Avaya MultiVantage™ Software - Avaya™ S8300 Media
Server with Avaya™ G700 Media Gateway

R011x.01.2.065.3

Avaya™ 3606 Wireless Telephone

083.021 with CCMS firmware

Avaya™ Wireless Voice Priority Processor

32/21

Avaya™ P130 Workgroup Ethernet Switch 253
Avaya™ 4620 IP Telephone def20rl 71
Avaya™ Wireless AP-111 Access Point V2.0.0
Avaya™ Wireless AP-Il Access Point V3.71
Cisco Aironet 340 Wireless Access Point V8.52
Symbol Spectrum 24 Wireless Access Point 03.50-26
EnteraSys RoamAbout 2000 Vv01.02.08

Table 2 - Equipment & Software Validated
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3. Configuring the Avaya S8300 Media Server and G700
Media Gateway

Steps Description

1 Provision an extension for the Avaya 3606 Wireless Telephone by using the following
command:
* add station 45043

2 | Onthe station screen

* Provide the following information:
0 Type(must be phonetype 4606)
o Name
0 Security Code

» Savethe settings.

add station 45043 Page 1 of 3
STATI ON
Ext ensi on: 45043 Lock Messages? n BCC. 0
Type: 4606 Security Code: * ™: 1
Port: S00006 Coverage Path 1: COrR 1
Name: |P-wireless-1 Coverage Path 2: cos: 1

Hunt-to Station:

STATI ON OPTI ONS

Loss G oup: 2 Personal i zed Ringing Pattern: 1
Message Lanp Ext: 45043
Speaker phone: 2-way Mut e Button Enabl ed? y

Di spl ay Language: english

Medi a Conpl ex Ext:
| P Sof t Phone? N

Note: This step should be repeated to configure all Avaya 3606 Wireless Telephones.

3 | To set up the Codec, use the following command.
» changecodec 1

change i p-codec-set 1 Page 1 of
| P Codec Set

Codec Set: 1
Audi o Si | ence Fr ames Packet
Codec Suppression Per Pkt Size(mns)

1. G711MJ n 2 20

2:

3:

4:

5:
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4. Configuring the Avaya Wireless Voice Priority Processor

Steps Description

1 | Using a console cable, connect the AVPP to the PC.

2 | Start aHyperTermina session to AVPP.
» Bitsper second 9600

» Databits 8
o Parity None
e Stop hits 1

* FHow control None

3 Provide the User Name and Passwor d to access AV PP
* The Gateway Connection Selection window will be displayed.

Net Li nk SVP-11 System
Host nane: [sl nk _00d07e], Address: 192.16.6.151

System St at us
SVP-11 Configuration

Change Password
Exi t

Ent er =Sel ect X=Exi t Use Arrow Keys to Move Cursor

» Select Network Configuration and press Enter.

4 | The Network Configuration window will be displayed.

Net wor k Conf i gurati on
Host name: [sl nk_00d07e], Address: 192.16.6.151

Et her net Address (fixed): 00: 90: 7A: 00: DO: 7E

| P Addr ess: 192. 16. 6. 151

Host narme: sl nk_00d07e

Subnet Mask: 255. 255. 255. 0

Def aul t Gat eway: 192.16.6.1

SVP-11 TFTP Downl oad Master: NONE

Pri mary DNS Server: NONE

Secondary DNS Server: NONE

DNS Donmi n: NONE

W NS Server: NONE

Wor kgr oup: WORKGROUP

Sysl og Server: NONE

Mai nt enance Lock: N

Ent er =Change Esc=Exi t Use Arrow Keys to Move Cursor
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On the Networ k Configuration window:

* Provide the following information:
0o IPAddress=192.16.6.151
0 Subnet Mask = 255.255.255.0
o Default Route=192.16.6.1

* Pressthe Esc key to go back to the previous menu.

5 | Onthe NetLink SVP-11 System window:

» Select SVP-11 Configuration, and press Enter.

Net Li nk SVP-11 System
Host name: [sl nk_00dO7e], Address: 192.16.6.151
System St at us
Net wor k Confi gurati on

Change Password
Exi t

Ent er =Sel ect X=Exi t Use Arrow Keys to Move Cursor

6 | Onthe SVP-11 Configuration window:
» Select Reset System, and press Enter.

Thiswill reconfigure the AV PP with current settings.

SVP-11 Configuration
Host nanme: [sl nk_00d07e], Address: 192.16.6.151

Phones per Access Point: 5
SVP-11 Mode: Netlink IP
Syst em Locked: N
Mai nt enance Lock: N

Reset System

Ent er =Change Esc=Exi t Use Arrow Keys to Move Cursor
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5. Configuring the Avaya 3606 Wireless Telephone

The following assumptions are made:

0 AVPPisconfigured and located in the network.

0 TheAvaya 3606 Wireless Telephoneis set using the static IP Address.

0 Theextensionsfor the Avaya 3606 Wireless Telephones were previously
configured in the MultiVantage software.

Steps

Description

Configure the Avaya 3606 Wireless Telephone by Pressing the PWR and END buttons together.
Release the PWR button first and then the END button.

Configure the IP address settings:
* Click Ofor Edit.
» Using the € or », select the type of IP Address (Static or DHCP) and click O for Select.
» For Static IP Address, do the following:
0 Typean IP Addressfor the Avaya 3606 Wireless Telephone.
0 Click the END button to accept the value.
o Using », go to the Default Gateway screen.
= Click Ofor Select.
= Typean P Address of the Default Gateway.
= Click the END button to accept the value.
o Using », go to the Subnet Mask screen.
= Click Ofor Select.
= Typethe Subnet Mask.
= Click the END button to accept the value.
= Click the FCN button to go back to the previous menu level.
o0 Using », gotothe Call Server | P screen.
= Click Ofor Select.
= TypethelP Addressfor the Call Server.
= Click the END button to accept the value.
= Click the FCN button to go back to the previous menu level.
o Using », gotothe AVPP I P screen.
= Click Ofor Select.
= TypethelP Addressfor the AVPP.
= Click the END button to accept the value.
= Click the FCN button to go back to the previous menu level.
o For DHCP IP Address, do the following:
0 From the IP Address screen, click O for Edit.
0 Usingthe <« or &, select the types of IP Address, DHCP, and click O for Select.
o Click the FCN button to go back to the previous menu level.

Configure ESS method:
» Using the < or », gotothe ESSID screen and click O for Edit.
* TheCurrent ESSID screen will be displayed.
0 Usingthe < or P, select the method of searching ESSID. There are three
methods, L earn Once, Learn Always, and Static Entry.
0 Select Static Entry and click O for Select.
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0 TypeinESSID —ThisID must be matched with the SSID value in the AP.
0 Click the END button to accept the value.
» Click the END button to accept the value and reconfigure the phone with the current
values.

4 | Configure the extension password:
» Usingthe « or », goto the Ext. screen and click O for Edit.
0 Providethe extension for the Avaya 3606 Wireless Telephone.
0 Click the END button to accept the value.
0 Click the FCN button to go back to the previous menu level.
* Using the « or », go to the Password screen and click O for Edit.
0 Provide the password to access the extension
0 Click the END button to accept the value.
o Click the FCN button to go back to the previous menu level.

6. Configuring the Avaya Wireless AP-II

» Thefollowing assumptions are made:
0 AP and Client Managers are installed and functioning properly.
0 Thereisaknown IP addressfor AP-II
(If not, set the AP-I11 to the factory default mode. The factory default IP addressis
153.69.254.254/16)

Steps Description

1 | Configure an IP address of the workstation (wireless laptop) with AP and Client Manager. Make

sure that the |P address of the workstation is in the same subnet as the AP-11.

2 | Onthe Start menu
» Select Start = Programs = Avaya Wireless > AP Manager
 The AP Manager window will be displayed.

& AP Manager —[o] =]
File  Accesz Point Tool: Help

Select AP group ILDCEI| Area Metwork Scan j Edit Group

: _ Add Group

Select an Acceszs Point from the list

_IF'_Address | AF hame | Status

B 192161022 APHI_02UT12250...  Online

. | 0

LCaonnect ta:

I iz offline

E dit | kd amitar |

e Click the AP-I1 from thelist section
* Click the Edit button
The Read Write Password window will be displayed.
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Aead Write Pazsword : 192.16.102.2 x|

Paszword

Thiz action requires a read/write passwaord!

lTl Cancel | Help |

On the Read Write Password window
* Typeinthe Password (The default is“public”)
* Click OK

4 | The Edit Access Point Configuration window will be displayed.

Edit Access Point configuration - 192.16.102.2

Accesz Control | Link. Integrity I Ethermet Interface
{ielessinferfaces | AccessPaintlP | SNMP Bridge
— PC card zlot &

There iz no PC card in thiz ot

— PC card zlot B

Metwark N arme: I'.f_-._p_”

Advanced I Security |

0k I Cancel | Help |

* Click the Wireless I nterfaces submenu
0 Provide Network Name. Network Name will be used in the Client side, as
SSID.
o Click the Advanced button
= Provide the following information:
» Distance between APs
» Multicast Rate (Thisrate has to be lower than 2 Mbps for Avaya
3606 Wireless Telephone to work.)
» Click OK
0 Click the Security button (This step is need if WEP is going to be used.)
= Check Enable Encryption
= TypeinEncryption key
= Make sure Encryption Data Transmission has the appropriate key
selected
= Click OK

* Click the Access Point | P submenu
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0 Provide the following information:
= AccessPoint IP Address=192.16.102.1
= Access Point Subnet Mask=255.255.255.0
= Default Router 1P=192.16.102.1
= Click OK
When prompted for saving, Click Yes

7. Configuring the Avaya AP-III

» Thefollowing assumptions are made:
o0 Client Manager isinstalled and functioning properly.
0 Thereisaknown IP address for the AP-I11
(If not, set the AP-111 to the factory default mode. The factory default 1P address
is10.0.0.1/8)

Steps Description

1 | Configure an IP address for the workstation (wireless network interface card). Make sure that
the IP address of the workstation is in the same subnet as the AP-111.

2 | Using the Web Browser, connect to the AP-111. Provide the following information:
* User Name and Password

e Click OK.

*  Themain window will be displayed.

AVAYA

Status \
Status Avaya Wireless AP-3 v2.0.0{266) SN-
System Status
02UT18570002 v2.0.10
S IP Address 102,16,107.2 Contact Mame Cantact Name
Systermn Mame Avaya Wireless A2 Contact Phone Contact Phone Number
Manitar Systemn Location Contact Location Contact Email hame@Ormanization.com
Up Time (DDCHHMRBISS) 0000024332 Qbject 1D 1361477113558 246
Commands System Alarms

This table displays information on the alarms {SHMP Traps) generated by the access point. They should be
Help deleted once they are reviewed and resolved. The alarm severity levels are: Critical, Major, Minor, and
Informational.

Exit

» Click the Configur e button
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3 | Onthe Configure window:

AVAYA

Filtering \ Alarms \ Bridge \ Security \
Systemn \ I etwork \ Interfaces \ Management \

Status Configure

There are eight main categories of configuration for the access point, which may be changed to suit your

Configure . . .
g network properties and configur ation.
Manitor
System is used to configure specific system information such as system name and contact information.
Commands

Hetwork is used to configure IP settings, DHCP server, Link Integrity, and YLAIN.

Help Interfaces is used to configure the access point interface s: Wireless - Slot A, Wireless - Slot B, andd
Ethernet.

Exit

Management is used to configure the aceess point's management Passwords, IP Access Table, and
Services.

» Click the Network tab
0 Click IP Configuration submenu and provide the following information:
P Address Assignment Type
P Address of the AP-I11 = 192.16.6.204
Subnet Mask = 255.255.255.0
Gateway |P Address=192.16.6.1
Click OK
» Click theInterfacestab
0 Click Wireless-A (or Wireless-B) submenu and provide the following

information:
= Network Name (SSID) - Network Name will be used in the Client side,
as SSID.

= Distance between APs

= Multicast Rate - Thisrate has to be lower than 2 Mbps for Avaya 3606
Wireless Telephone to work.

= Click OK

* Click the Security tab
o0 Click the Encryption submenu and provide the following information:

= Check Enable Encryption (WEP) for Slot A (or B) — Thiswill enable
the WEP Encryption.

» Providethe Encryption key — The default key type is ASCII text.

= Sdlect theright key ID for Encrypt Data Transmissionsusing...

= Click OK

4 | Click Commands on the main menu
» Click the Reset tab.
» Click Reset to reconfigure the AP-111 with the current settings.
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8. Configuring the Cisco Aironet 340

The following assumptions are made:

0 TheBSCU and Cisco Aironet 350 Wireless Card were used to configure the
Cisco Aironet 340.

0 Thereisaknown IP addressfor the Cisco Aironet 340 (If not, set the Cisco
Aironet 340 to the factory default mode. The factory default IP addressis
192.168.200.1/24)

0 Thelatest version of BSCU isinstalled from the Cisco Website and working

properly.

Steps

Description

Configure an IP address of the workstation (wireless network interface card) with BSCU. Make
sure that the | P address of the workstation is in the same subnet as the Cisco Aironet 340.

On the Start menu
» Select Start = Programs =» Cisco Systems|nc = Base Station Client Utility
(BSCU)
» TheBase Station Client Utility window will be displayed.

#1 Base Station Client Utility
Client Base Station Options  Help

Cisco SYSTEMS

®

Base Station Client Utility ¥V2.00

On the Base Station Client Utility window
» Select Base Station = Set up Base Station...
* The Set UP Base Station With My Settings window will be displayed.
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Set Up Baze Station With My Settings x|

Computer Hame = LAPTOP2
Metwork Name = ‘Workgroup
5510 =
Encryption =  Dizabled
Baze Station Mode = Acceszs Point
Obtain Metwark Address Automatically = Off
IP Address = 192.16.6.203
Subnet Mask = 2552585 2560
Default Gateway = 192.16.6.1
DMS Server1 = 0.00.0
DMS Server 2= 0000

Fezet the Baze Station now, and click O, when the B aze Station'z
middle LED iz flazhing “ellowe. If you don't reset the B aze Station, the
middle LED won't flazh ellow,

The Baze Station will then be eet up with your current zettings.

| Edit Ease Station Settings I k. Cancel

» Click Edit Base Station Settings button

4 On the Base Station Wireless Networ k Par ameter s window

Base Station Wireless Network Parameters E3

351D |

WEP Encryption ey I

WEP Encryption ey Entry Method:
|7f: Hexadecimal [0-9, &-F) —‘

" ASCH Text

[ Enable Encryption [WEP]

More Info | Diefaultz | Ment » I Cancel |

*  Provide SSID. The SSID will be utilized during the client configuration.

*  Provide WEP Encryption Key - This step is needed if WEP Encryption is going to be
used.

* Select the WEP Encryption Key Entry Method to be used (Hexadecimal / ASCII Text)

» Click Enable Encryption - This step is need if WEP Encryption is going to be used.

» Click Next.

» The Base Station Properties window will be displayed.
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5 | Onthe Base Station Properties window

Base Station Properties E

Baze Station Connection Type:

" |se Built In 56K Modem far Intemet Connection
" |lge Cable or DSL Modem for Internet Connection

” Use PPP over Ethemet for Intemet Connection

% Uze as Access Point for Wireless Clients Onlé

A Baze Station can be uzed to share an Intermet connection between
all of the computers in pour home network, & uzeful feature of the
Baze Station iz that pou don't have to keep one of your computers

powered on all of the time in arder to access the Internet.

Morelnfol < Back I Mewut » I Cancel |

* Click Use as Access Point for Wireless Clients Only
» Click Next.
* TheBase Station Properties window will be displayed.

6 | Onthe Base Station Properties window

Base Station Properties F
Accezs Point Properties

Obtain 1P Addres: Automatically:

Base Station IP Address: I1 9216.6.203

Subnet Mask: |255.255.255.n

Diafault G ateway: I1 3216.61

DNS Server1:|U-U-U.U

DMS Server 2:|U-U-U.U

More Info | < Back I Mewt » I Cancel

* Provide the following information:
0 Click Noon Obtain IP Address Automatically:
Base Station |P Address =192.16.6.203
Subnet Mask = 255.255.255.0
Default Gateway = 192.16.6.1
Click Next.

(ool elNe]
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On the Set Up Base Station With My Settings window

Set Up Base Stabon 'With My Setings

LEFTORZ
wiorkgroup
Disabled
Bopess Foint
an
192166 203
255,256, 265.0
1921661

Q00
oLooD

Encapplion =

Blase Station Mods =

Obtzn Melwork, fuddies: dubomalicaly =
IP oz =

Subnel Mask =

Delaul Gatesay =

DMS Server 1 =

OMS Server 2=

Flmgst s B aps Station now, snd chok OF, when the Base Staton's

midde LED & Rashing vielowy, |1 wou don jesst the Basa Slalion, e
rrochelle LED) vaani1 [laesh rialioen.

Thi= B sz Sation will then be sat up vaith wour cumsek seltings.

gt | Concel |

» Click OK. Thiswill reset the AP with current configuration.

9. Configuring the Enterasys RoamAbout 2000

Steps Description

1 | Using aconsole cable, connect the RoamAbout to the PC.

Start aHyperTerminal session to the RoamAbout.
* Bitsper second 9600

e Databits 8

o Parity None
e Stop bits 1

*  Fow control None

2 | OntheLogin Screen window, provide the password for user admin.
Logi n Screen RoamAbout R2
Copyri ght (c) 2000-2001 Enterasys Networks, Inc. Al rights reserved

Application Version: 01.02.08
Cct 29 2001, 19:48:44

Username: [admin ]

Password: | ]
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3 On the Main M enu window

Mai n Menu

» Select Network Configuration, and press Enter.

RoamAbout R2

Appl i cation Version: 01.02.08

Wrel ess Configuration

Security and Policy Configuration
Serial / Telnet / Wb Configuration
Current Configuration

Count ers
Reset / Upgrade

4 | Onthe Network Configuration window

Net wor k Confi gurati on

MAIN MENU APPLY SAVE

Enter Agent |P Address in

Subnet Mask =

Select APPLY,

O 0O O0O0O0

Subnet Mask

Def aul t Gat eway :

MAC Addr ess
Spanni ng Tree
BOOTP

DHCP

Reset

RoamAbout R2

Appl i cation Version: 01.02.08

[ 255. 255. 255. 0
[192.16.111.1

]
]

[ 00: 01: F4: 25: 99: 54]

<Di sabl e>
<Di sabl e>
<Di sabl e>

<no reset

deci mal dot format (e.g.,

* Provide the following information:
0 |IPAddress=192.16.6.205

255.255.255.0

Default Gateway = 192.16.6.1

and press Enter.

Select SAVE, and press Enter.
Select MAIN MENU, and press Enter.

HELP

209. 131. 209. 13)
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5 On the Main M enu window

» Select Wireless Configuration, and press Enter.

Mai n Menu

Net wor k Confi guration

Security and Policy Configuration
Serial / Telnet / Wb Configuration
Current Configuration

Count ers

Reset / Upgrade

RoamAbout R2

Appl i cation Version: 01.02.08

6 | OntheWireless Configuration window

» Select Set/Show Wireless Configuration, and press Enter.

Wrel ess Configuration

Encrypti on Configuration

RoamAbout R2

Application Version: 01.02.08

MAI N MENU HELP
Di spl ay Wrel ess Configuration
7 | Onthe Wireless Configuration Slot window
Wreless Configuration Slot: <Radio 1> RoamAbout R2

Spanni ng Tree Protocol State: Disabl ed

Wrel ess Network Nane: [ roam

Stati on Nane: [ RoamAbout AP ]
Channel : <2.4370 GHz (802.11-6) >
AP Density: <Low >

Transmit Rate: <11 Moit Auto Rate >

RTS Thr eshol d: [O ]

DTl M Peri od: [1 ]

Secur e Access: <Di sabl ed>

Mul ticast Transmit Rate: < 11 Moit >

I ntraBSS Rel ay Mode: <Enabl ed >

Bri dge Mbdde: < Wor kgr oup >
Reset Opti on: <Reset Radio If Necessary>

PREV MENU APPLY SAVE

Push Space Bar to toggle val ues

Application Version: 01.02.08

HELP
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* Provide the following information:
0 Wireless Network Name
Channel
AP Density
Transmit
Multicast Transmit Rate
Select APPLY, and press Enter.
Select SAVE, and press Enter.
Select PREV MENU, and press Enter.

O O0OO0OO0OO0OO0Oo

8 | OntheWireless Configuration window
» Select Encryption Configuration, and press Enter.

Wrel ess Configuration RoamAbout R2
Appl i cation Version: 01.02.08

Set / Show Wrel ess Configuration

Encryption Configuration
MAI N VENU HELP

Di splay Wrel ess Configuration

9 | OntheWireless Encryption Configuration window
» Sdlect Encryption State, and click the Space bar.

Wrel ess Encryption Configuration RoamAbout R2
Appl i cation Version: 01.02.08

Radi o Sl ot : <Radi o 1>
Encrypti on State: <Di sabl ed>
Reset Option: <Reset Radio |If Necessary>
PREV MENU APPLY SAVE HELP

Push Space Bar to toggle val ues
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10 | Onthe Wireless Encryption Configuration sub-window

Wrel ess Encryption Configuration RoamAbout R2
Appl i cation Version: 01.02.08

Radi o Sl ot: <Radi o 1>
Encrypti on State: <Enabl ed >
Encrypti on Key 1: DA, 0.0.0.0.9.9.0.9.0.0.9,.0.9.9.9.9.0.9.9.0.9.99.9.094
Encrypti on Key 2: [ ]
Encryption Key 3: [ ]
Encryption Key 4: [ ]
Transmt Key |ID: <1>
Excl ude Unencrypt ed: <Enabl ed >
Reset Option: <Reset Radio |f Necessary>
PREV MENU APPLY SAVE HELP

* Typeinthe encryption key.

» Sdlect Apply, and press Enter.

» Select SAVE, and press Enter.

» Seect PREV MENU, and press Enter.

11 » Fromthe Wireless Configuration window, select MAIN MENU, and press Enter.
*  Fromthe MAIN MENU window, select Reset / Upgrade, and press Enter.
* TheReset / Upgrade window will be displayed.

Reset / Upgrade RoamAbout R2
Appl i cation Version: 01.02.08

Reset Switch with Factory Defaults
Reset Radi o
Upgr ade Fl ash

MAI N MENU HELP

» Select Reset Switch to reconfigure the RoamAbout using the current configuration.
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10. Configuring the Symbol Spectrum 24

Steps Description
1 | Using aconsole cable, connect the Spectrum 24 to the PC.
Start aHyperTerminal session to the Spectrum 24.

» Bitsper second 19200
» Databits 8
o Parity None
e Stop bits 1
* Fow control None’

2 | Onthe MAIN MENU window

AP-4131
MAI N VENU
Show Syst em Sumnary AP Instal | ation
Show I nterface Statistics Speci al Functi ons
Show For war di ng Count s Set System Configuration
Show Mobile Units Set RF Configuration
Show Known APs Set Access Control List
Show Et hernet Statistics Set Address Filtering
Show RF Statistics Set Type Filtering
Show M sc. Statistics Set SNWP Confi guration
Show Event Hi story Set Event Loggi ng Confi guration
Enter Adnmin Mode
o Sdlect AP Installation, and press Enter.
* Enter the System Password. The default password is Symbol. (Case Sensitive)
» TheAccess Point I nstallation window will be displayed.
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3 On the Access Point I nstallation window

AP-4131
Access Point Installation

.Country Config-[CR] USA
Unit Nane AP- 4131
| P Addr ess 100. 4. 4. 56

. Addi ti onal Gateways
.Gateway | P Address 100.4.4.4

0.0.0.0 0.0.0.0
. Subnet Mask 255. 255. 255. 0 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
.DNS | P Address 0.0.0.0 0.0.0.0
.Net I D (ESS) synbol
.Antenna Selection Full Diversity . Addi ti onal DNS
. DHCP/ BOOTP Di sabl ed 0.0.0.0 0.0.0.0
K- [ CR] Save- [ F1] Save Al APs-[F2] Cancel - [ ESC]

(Most paraneters take effect only after being saved and AP is reset)

* Provide the following information:
0 |PAddress=192.16.6.205
o Gateway |IP Address=192.16.6.1
0 Subnet Mask = 255.255.255.0
0 Select Save-[F1], and press Enter.

4 Onthe MAIN M ENU window

» Select Special Functions, and press Enter.
* The Special Functions M enu window will be displayed.
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On the Special Functions M enu window

AP- 4131
Speci al Functi ons Menu
Clear All Statistics Restore Factory Confi g.
Cl ear MJ Tabl e Save Confi guration
Cl ear ACL Save Config. to Al APs
Clear Address Filters
Clear Type Filters Fi rmvar e Update Menu-[ F3]

Load ACL fromFile via TFTP
Load ACL fromFile via XMODEM
Load ACL from MJ Li st

Reset AP

Security Configuration:
Confi gure Ker ber os
Confi gure EAP

Configure Network Tine

Exi t - [ ESC]

» Select Configure WEP Encryption and press Enter - This step is needed if WEP
Encryption is going to be used.
» TheWEP Encryption Configuration window will be displayed.

On the WEP Encryption Configuration window

AP- 4131
WEP Encryption Configuration
. Shared Key Enabl ed
. Key Wdth 128 bit
. Encryption Key ID 1
~ Encryption Key Maintenance
XK-[CR] Save- [ F1] Save Al APs-[F2] Cancel - [ ESC]

» Select Shared Key, Enabled, using the Space bar.

» Select Key Width, 128 bit, using the Space bar .

* Provide Encryption Key ID - ThisKey ID will be utilized during the Avaya 3606
Wireless Telephone configuration.

» Select Encryption Key Maintenance, and press Enter.
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7 | Onthe Encryption Key Maintenance window

AP- 4131
Encrypti on Key Mai ntenance

PaSSKey khkkkhkhkkhkhkhkhkhhhkhkhkhkkhkrkkhkrkk*

.Key 1 * 00000 00000 0000 0000 0000 0000

. Key 2 00000 00000 0000 0000 0000 0000
. Key 3 00000 00000 0000 0000 0000 0000
. Key 4 00000 00000 0000 0000 0000 0000

* = Active Key

Not e: This screen has WRI TE- ONLY access. Keys can be set but not
di spl ayed. Zeros are displayed to indicate field sizes.
A line containing all zeros allows the correspondi ng key
to remai n unchanged.

K- [ CR] Save- [ F1] Save Al APs-[F2] Cancel - [ ESC]

Hexadecimal .
» Select Save-[F1], and press Enter.
*  Go back to the Special Functions Menu window by pressing the Esc key.

8 | Onthe Special Function Menu window

» Select Reset AP and pressthe Enter key. Thiswill reconfigure the AP with current
Settings.

11. Verification Steps

The configurations shown in these Application Notes were verified in the Solution and
Interoperability Test Lab. To verify that the configuration was implemented correctly, place calls
from the Avaya 3606 Wireless Telephone to the digital and |P Telephones. The calls will
complete correctly and atwo-way audio path between the telephones will be established.

12. Conclusion

These Application Notes illustrate how to configure Avaya and other vendor’s Access Points to
interoperate with Avaya 3606 Wireless Telephone. The APs verified were: Avaya AP-I1, AP-111,
Cisco Aironet 340, Symbol Spectrum 24 and Enterasys RoamAbout 2000. Both methods of |P
address assignment, static and DHCP, were configured and verified with the Avaya 3606
Wireless telephone.
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* Typeintheencryption key for the active key ID. The default key type for Spectrum 24 is
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